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Successes and Challenges

State evaluation of successes and challenges
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State & UASI Overview

Overview of the State, its UASIs and its interoperability challenges

Arizona has a total area of approximately 118,000 square miles, which méiessixth largest State in
the United States. There are two major desert environments: the Iaeer aled the high desert. Each
desert has its own special set of requirements for equipment, moteatather conditions, and
environmental concerns. The major natural disasters that impaonarae fires and flooding.

Arizona is bordered by the States of New Mexico, Utah, Nevada, and Califorchitheacountry of
Mexico. Arizona shares a 389 mile international border with Mexico $habstly unregulated and
unprotected. Major challenges exist in adequately patrolling the area theelimited number of existing
border patrol resources. Arizona has bi-national agreements with Mbatcoutlines each party’s mutual
support role in times of emergency or disaster, and provides training angexgortunities.

The most economically important port in Arizona is Nogales. Nogales is ahe fafur primary ports of
entry between the United States and Mexico. Almost $19 billion in trade ¢broegh this port
annually, with 89 percent of all surface mode trade (e.g., truck, rail) be#wvemna and Mexico passing
through Nogales.

Arizona’s critical infrastructure is focused around water, elattriand telecommunications. The State
has more than 400 dams, of which 130 are classified as requiring criticalrunftere protection. Hoover
Dam, the largest freshwater reservoir in the United States, isoa coapponent of the State’s
infrastructure because of the lakes, water supply, and hydroelerctdoction linked to its operation. It is
also a major supplier of electric power to the western grid, which iesliee States of Arizona,
California, and Nevada.

The Palo Verde Nuclear Generating Station, the largest nuclear pavesatyen facility in the United
States, is on 4,000 acres of land and produces over 30,000 gigawatt-hoursioitgkeenually to serve
approximately four million people in Phoenix, Arizona, and Southern California. Itiaajdiome of the
Nation’s largest defense industrial contractors have fasilibeated in Arizona.

Arizona’s population is growing rapidly and Phoenix is one of the fastestagaities in the United
States. Estimates show that in 2009, Arizona will be home to 6.8 million peaplthe/iPhoenix
metropolitan area (Maricopa County) having a population of 4.1 million and Pima Gaaityg a
population of 1 million. These two counties represent 75 percent of thés Piapelation.

Arizona is home to 22 Federally-recognized tribes that occupy a combined land@agsaimately 25
percent (21 million acres) of the State’s land. There is a signtfemount of Federal land in Arizona
occupying over 28,723,148 acres, which makes it important to have Federgbgigotidn the
interoperable radio systems deployed in Arizona.

Arizona has approximately 281 first responder agencies with 15 sheriff’'s deptsirh49
police departments, 117 fire districts, and many emergency medical senM®ps{oviders.

There are two Urban Area Security Initiatives (UASIs) in Arizona: Plcemil Tucson.
Arizona’s SCIP identifies one formal Tactical Interoperable Communitailan (TICP),

which was created for Phoenix. The Phoenix TICP identifies the geographascakered in
the plan and provides a point of contact that can identify the agencies and disaiginged in
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the TICP. Tucson was designated a UASI region in January 2007, and is in the process of
completing a TICP. The SCIP provides a point of contact for the Tucson UASI anfledehe
geographical areas encompassed by the UASI. The SCIP states that TA&wfficials will
work closely with the PSCC in the development of their TICP which is anticipated to be
completed in 2009.

The TICP Scorecard recommendatiansdirectly or indirectly in the updated SCIP Strategic
Initiatives, including:

Initiative 1: Expand and implement Interoperable Communications Governaried & Plan.
Initiative 3: Develop & implement Long-term Funding and Sustainabilitst&dry for
interoperable communications.

Initiative 9: Establish Policies, Standards and Procedures (PSP3Wwoakn and implement
policies, standards and procedures, including SOPs, for interoperable comimogicat
Initiative 10: Develop and implement a Training Plan to address intatgdpecommunications.
Initiative 11: Develop and implement a strategy for exercises fdauser incorporating
interoperable communications.

Initiative 12: Create and implement an education and outreach plan in supptetagerable
communications.
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Vision and Mission
Overview of the interoperable communications vision and mission of tiee Sta

In the fall of 2008, the Arizona Public Safety Interoperable Communication€)#fice initiated a
public review process to completely revise Arizona’s Statewide Congatiotis Interoperability Plan
(SCIP), initially drafted in 2007. As part of this process, multiple stddehavorking sessions were
conducted to garner feedback and input from the first responder community2@wvearticipants from
multiple jurisdictions and disciplines were represented during thedeskops.

Based on these community forums, the Public Safety Communications Advisory €som{PSCC)
approved a revised set of strategic initiatives and supporting iwbgoin May 19, 2009. The revised
Strategic Initiatives and Supporting Objectives can be found in Appendix A.

The PSIC Office, under the guidance of the PSCC and with support from piélicstakeholders
statewide, is in the process of revising the SCIP to reflect thesstraegic initiatives and the updated
interoperable communications vision and mission of the State. The revidedviiGlontain initiatives
which span a timeframe from one to eight years (2009 — 2017), depending on thednitiati

Vision: Arizona’s public safety personnel, at all levels of government andnwitin-governmental
organizations, have access to quality interoperable communicatiemsysre adequately trained, and
utilize such systems effectively in multi-disciplinary, multi-jalictional incident response.

Mission: Advance public safety communications interoperability statewide.
Arizona outlines five key areas that must be in place to achievesissomiand vision:

Governance and Funding
Standards Operating Procedures
Technology

Training and Exercise

Usage and Outreach

arwdE
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Governance
Overview of the governance structure and funding approach

Arizona’s governance is a multi-level structure established tsegenteroperable communication
efforts within the State.

The Public Safety Interoperable Communications (PSIC) Office in ther@ment Information
Technology Agency (GITA) is responsible for advancing interoperable coinations in Arizona and
supporting the Public Safety Communications Advisory Commission (PS@iCStatewide
Interoperability Executive Committee (SIEC) in performance of thessions.

The PSCC was organized in 2000 and established under Arizona State law in 2a0M'&PSCC is
legislatively enabled as an advisory body for statewide interopeyaddildrts. It consists of 15 governor-
appointed members reflecting multi-disciplinary public safety anefgemcy management agencies
including representatives from the Arizona Department of Public Safdtge, sheriff's office, fire,

EMS, communications and the Arizona Department of Homeland Security. Appoisttoghe
Commission are made so that the existing five federal emergency respgioss in the State are as
equally represented as possible. The GITA Director functions in thefr@airman for the PSCC. The
PSCC meets every other month to take actions in support of interopgisthil@wide.

The SIEC is a sub-committee of the PSCC and is responsible for tecmdoaperational
recommendations to the PSCC. The SIEC currently has authority over 700 nefjdhiz)t, very high
frequency (VHF), and ultra high frequency (UHF) interoperability fregies. The SIEC has five
members: two SIEC Co-Chairs appointed by the PSCC and three meméetedsiey the SIEC Co-
Chairs. The SEIC encourages broad participation in working groups from the safeliy community
including State, local, tribal and non-governmental representatives.|EGdsSsupported by two
working groups. The SIEC Operational Workgroup evaluates and makes recormomsrnidethe SIEC
on operational policies, standards and procedures, training, exercisesraadioas well as agreements
between operational entities. The SIEC Technical Workgroup evaluatesaied recommendations on
technical policies, standards and procedures, VHF, UHF and 700 MHz spectnagemznt, and
utilization of the Communications Asset and Mapping Tool (CASM).

The key functions of the PSIC Office within GITA are:
Serving as Arizona’s Interoperability Representative (SVIND}e: Actively participates in a
number of federal, tribal and interstate partnerships, including the Regi@mrgency
Communications Working Group (RECWG), Southwest Border Working Group (SWBWG), and
the Regional Four Corners initiative (R4C).]
Planning & Consulting
Funding & Reporting
Logistics & Operations
Stakeholder Engagement & Interactions (Interoperability Outreachdédgna

Arizona established a full-time interoperability coordinator in Novarmb&008. The SWIC point of
contact for Arizona is Lisa Dee Meyerson, Statewide InteropesaBitiordinator & Manager of the
Public Safety Interoperable Communications Office (PSIC), GITA.

Over the past year, Arizona was one of six states to participate in theCd@Aar for Best Practices
Interoperability: Focus on Governance Policy Academy to help selectes istgirove the governance
structures overseeing statewide communications interoperabilitgiptpand implementation. Arizona
was also awarded a Technical Assistance Requests (TARS) by the @ffimergency Communications
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(OEC) as part of the Interoperable Communications Technical AssesProgram (ICTAP) for an
assessment and of a component of its Governance structure through a rekeeRSCC General
Policies or Charter. Both the Academy and the Governance Structurssiesé TAR were significant
contributors to improving interoperability governance as follows:
Realigning meeting schedules for PSCC and SIEC to facilitateidimesgitting and accelerate
processing of recommendations.
Moving key meetings to other areas of the State and including regiorseafd encourage more
regional and rural participation
Naming the PSIC Office Manager to be Arizona’s first Statewidedpterability Coordinator
Strengthening the SIEC by reconstituting and activating its workgroups
Integrating Subject Matter Experts from throughout Arizona into workiogps and the
Stakeholder Resource Pool
Beginning formation work for a State Agency Group dedicated to advanciegggicy
communications interoperability
Instituting regular meetings between the PSIC Office and its ¢niisctner agencies
Forming and staffing a statewide outreach program with a dedicated Gutteaager focused
on increasing participation in governance, providing education and identifgymgt needs

The SAA for the State of Arizona is the Arizona Department of Homelandi§eclihe PSIC has
regular meetings and conference calls with the SAA. Federal, county,dndanunicipal leaders serve
on each of the five Homeland Security Regional Advisory Councils (RACs)topgenrathe State, which
are tasked with developing, implementing, and maintaining regional homelamitysimitiatives, and
recommending the use of PSIC and other funds enabling communications intelibpeiitiiin their
regions.

The SAFECOM materials, particularly the Establishing &oance to Achieve Statewide
Communications Interoperability - A Guide for SCIP Implemeotatire excellent resources that have
and will continue to guide our Governance efforts. Additional médron regarding the PSIC office, the
PSCC, the SIEC and other components of our Governance Structure cafoume at:
http://azgita.gov/psic/

Governance Initiatives

The following table outlines Arizona’s strategic Governance and Fundiraives, gaps, owners,
priority and status:

% & " # ( ) *O# ! #
$( ( $
#
$
+ & H O, # *O# ! -
Arizona 8 July 2009

SCIP Implementation Report



$  #5(

% & # $ %/ |
# # #
# | (
# .
# 3%
#
+ & 0 1 (* 2 %/
(1 )
#
3 # %I/5
(
4
#
Arizona

SCIP Implementation Report




Standard Operating Procedures
Overview of the shared interoperable communications-focused SOPs

The Arizona Department of Homeland Security (AZDOHS) has oversight ibpities to ensure State
plans are NIMS compliant. Every jurisdiction in Arizona, either by ordieamdy order of the county
executive, has implemented procedures to obtain and maintain NIMS and IC$&ocmpAn appointed
NIMS compliance officer in each public safety agency is responsibEnguring that SOPs and
memorandums of understanding (MOUs) comply with NIMS and the National Respanse Pl

AZDOHS and the Department of Emergency and Military Affairs (AZDEMssist local and tribal
governments regarding NIMS compliance through regularly schedule® h#hing courses and
outreach programs. All PSIC Office staff members completed NIMS e®I€$5-100.a: Introduction to
Incident Command System (ICS) and ICS-700: National Incident ManageméatnSyEMS), An
Introduction this year.

Documents for coordination of statewide interoperable communicationslén€l) the Arizona
Interagency Radio System (AIRS) State Plan, which provides guidanée fose of interoperability
channels, and (2) the Arizona SIEC VHF Minimum Equipment Standards and (3)zbraA8IEC UHF
Minimum Equipment Standards, which detail minimum channel capacity, channeydispimiency
range, narrowband capability, and Project 25 (P25) capability.

This year Arizona utilized one of its TARs to work with staff from IGT8n an assessment and
development of an SOP for the Arizona Interagency Radio System (AIRSS. Aipports VHF, UHF,
and 800 MHz frequencies used throughout the State, with a cross-band repéeaferation that allows
communication between bands.

The outcome of this AIRS assessment was presented to the SIEC and is lbtogsupport
development of this important AIRS SOP for Arizona - due to be complete in 2009.

SOP Initiatives

The following table outlines our SOP strategic initiative, includjag, owner, priority and status:
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Technology

Overview of the technology approaches, current capabilities, and plannedhsyste
Arizona operates on multiple State, regional, and local shared systems.

- The larger metropolitan areas have migrated to or are in the préceiggaiing to 700/800 MHz
trunked P25 systems.

- State agencies operate mostly in the VHF radio band, with some inrtdtH808 MHz.

- The majority of land mobile radio (LMR) systems serving the moré aveas of the State are
conventional VHF or UHF systems.

Arizona’s short-term strategy includes expansion of AIRS coverage talprawasic level of
interoperability through national and State interoperability channelss aAtRpports VHF, UHF, and 800
MHz frequencies used throughout the State, with a cross-band repeatguretiafn that allows
communication between bands. Interoperability capabilities varies fyentg to agency and county to
county; however, most have AIRS channels programmed in their radios. Eoaea®BIEC has
established a standardized nomenclature for the AIRS network mutuahbaicets and related non-
networked, national, and regional mutual aid channels.

Most counties also have gateway units, either mobile or at commungcatoters where dispatching
occurs. Police and fire agencies have caches of radios to exchangesgadiad operations, large
wildfires, or task force operations. Arizona officials are congndecontinuity of government as its prime
directive for the strategic technology reserve (STR), with augtiemiaf the current reserves that are
deployed throughout Arizona. There are currently five mobile communicatatmsles placed in

strategic locations around the State to ensure the shortest respassé\imen deployed, the vehicles are
staffed by NIMS-qualified communications personnel. From the time asqali¢ed to the time the asset
is deployed on location is generally within three hours. Public Safety Intalid@eCommunications
(PSIC) grants have been used to enhance existing STR assets.

Arizona is currently conducting a statewide Target Capabilitieessssent (TCA) through the Arizona
Department of Homeland Security. The TCA is being done to ensure that AZBOéi@liaging grant
funds in the most efficient and effective ways to make the biggestirapaArizona’s preparedness for,
response to and recovery from disasters. The TCA will provide an aralyises State’s communications
capabilities as well as many other target capabilities, to igegdis in the State’s ability to prevent,
respond to and recover from hazards (terrorism and man-made), and assessadsrdss those gaps.
The TCA will help target future funding to address these gaps.

In order to support proposed communications related technical initigtieeState microwave system is
being upgraded from analog to digital, subject to funding availability Ujgrade, being conducted by
the Arizona Department of Public Safety’s Wireless Systems BubBf®/(VSB), is critical to statewide
communications interoperability in Arizona. Many local agencies utitizanicrowave infrastructure
from the State to support their operability and interoperability needs.

Regional system updates and updates regarding interconnections betyiaeal systems will be
included in Arizona’s SCIP currently being extensively updated.
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The following table lists the major State agency systemsizoAa and includes those used for operable
as well as interoperable communications and wireless data network
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Technology Initiatives

The following table outlines Arizona’s strategic communications teolgyahitiatives, gaps, owners,
priority and status:
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Training and Exercises

Overview of the diversity, frequency, and inter-agency coordinatiagaiofrtg and exercises
There are two types of training and exercise plans in Arizona.

The first type of training occurs at the local jurisdictional andiplise level and covers job basics, roles,
and responsibilities. Additionally, each year local governments conduct thetrawing and exercise
programs, which are generally multi-disciplinary and inter-jurigmiiett within a county government.

The second training and exercise program is conducted by the State and oftevitteahtters of State
and national security. The Arizona Division of Emergency Management (ADEitkin the Arizona
Department of Emergency and Military Affairs (DEMA) has an extenB@ining and exercise program,
with schedules posted on its website. AZDEMA actively recruits paaints in its training classes by
contacting local government EOCs. The State offers a large numbassé£lo local emergency
responders that are multi-disciplinary, multi-jurisdictional, and incluatieFal, State, local, and tribal
entities.

Training

Arizona’s training program crosses all jurisdictions and is multigli®ary. Training is provided on a
regular basis, thus creating continual training opportunities for Staaé, doal tribal entities.

There are formal State training programs and train-the-trairesedan the Homeland Security Exercise
and Evaluation Program (HSEEP) process.

The ADEM training program is designed to instruct emergency responders indiiI€S; however,
ADEM does not currently maintain a separate training class or dumdor interoperable
communicationsThe Arizona State Land Department teaches and provides credentials for
Communications Unit Leader (COML) and Communications Unit Technici&MO classes through
the National Wildfire Coordinating Group (NWCG).

The PSIC Office, in conjunction with local jurisdictions, will providee @EC COML training sessions
statewide during 2009. Additionally, one of the few nationwide train-theetrinstructors is a member
of Arizona's PSCC. Arizona is developing a formal COML program to praaddiional training and
credentialing for public safety professionals.

Exercises

Exercises are conducted with other levels of government and include Aften Reports and
Improvement Plans regularly. Communications is a component of many exeheis our stakeholders
feel the communications aspect of exercises needs consideraldgempent.

During May 2009, a Regional OP-TTX Communications Based Training Exerassuccessfully
conducted in Yuma, Arizona as part of a Technical Assistance (TA) awtrd State of Arizona,
through the PSIC Office. A total of 69 local, state and federal firpporaekers from 21 different agencies
participated in the exercise. A gap closure plan is being implementbost all gaps identified by the
exercise.
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Training and Exercises Initiatives

The following table outlines Arizona’s training and exercises gi@taitiatives, gaps, owners, priority
and status:
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Usage
Overview of the usage and promotion of interoperability solutions

The concept of interoperability is promoted through an evolving statewiteach program, open public
meetings, as well as a user-friendly website and regular commungcediorierested parties. Local
governments are interoperable with the equipment they rely on for day-sitdatjons and most
emergencies. In areas that do have shared radio systems, daily iatefibpexists.

Testing is not done on a regular basis; rather, equipment is usually usedrdiigaty or through drills
and exercises. Testing is done with Federal, State, and local agemntiaguaes are found through usage
or incident related failures.

Arizona does not use a common, statewide radio system with the exceptiorSof AIRS is more used
for localized emergency incidents rather than regional interofigraboweverits use is expected to
increase as availability increases. Mutual aid frequencies, on wh® éyperates, are usually not used
for pre-planned events.

The State recognized a gap in outreach efforts and recruited an outreachrit@pagmote
interoperability awareness, initiatives, and best practices throughiaoha. The State encourages and
coordinates collaborative efforts and identifies and helps addressr&gibnal, and local barriers to
advancing interoperability solutions and usage. PSIC outreach astinitiade: stakeholder engagement;
information sharing; identification of needs and resources; andipatiin in training and exercises.

Arizona has developed partnerships with members of the PSCC, SIEC and workgrovefisaa agency
public information officers, communication managers, regional communiczgitiers and emergency
managers. These partnerships have allowed the State to leverage tleelga@md expertise of many
people, to be able to share interoperable communication information withdhsiitaencies, and at the
same time bring back information to the PSCC, SIEC and the PSIC Officerfeideration.

Usage and Outreach Initiatives

The following table outlines Arizona’s usage and outreach stratggiitives, gaps, owners, priority and
status:
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Appendix A: Strategic Initiatives and Supporting Objectives

Revised Strategic Initiatives and Supporting Objectives approved by riken® Public Safety
Communications Advisory Commission (PSCC) on May 19, 2009 after eatsteiewide statkeholder

input:

Approved: 5/19/2009 Tracking
£
3 # Target
c .
E] Strategic Initiative Completion
I5] Supporting Objective Priority Term Dtae Lead Status
1 Expand and implement Interoperable Communications Governance Model & Plan. High Short 2010 PSCC In progress
11 Conduct an annual SCIP review and update the plan. High Ongoing Annual PSCC In progress
Develop a Comprehensive Emergency Communications Plan addressing regional .

12 emergencies, catastrophic loss and mass evacuation/ingress. High Short 2010 TBD TBD
@ 13 Develop TICPs and utilization of CASM. Med. Med. 2011 Regional In progress
e Partners
a
c
o 1.4 Strengthen SIEC. Med. Short 2009 PSCCI/SIEC In progress
3

2 Develop Long-term Plan for Statewide Interoperabil ity for voice and data. Med. Med. 2011 PSCC In progress
2.1 Develop Long-term Plan for Statewide Interoperability for voice. Med. Med. 2011 PSCC In progress
2.2 Develop Long-term Plan for Statewide Interoperability for data. Med. Med. 2011 PSCC Not started

Develop & implement Long-term Funding and Sustainab ility Strategy for

3 interoperable communications. Med. Med. 2011 PSCC Not started

2 (Aflc';rnsplet_e the Arizona Interagency Radio System (AIRS ) by deploying remaining High Short 2009 DPS/WSB In progress

suites.
Implement, enhance and promote functional Regional Systems in support of . . . Regional

5 interoperable communications. ngh Ongoing On-going Partners In progress

6 Upgrade the statewide Microwave (M/W) backbone infra  structure to digital High Long 2017 DPS/WSB In progress

technology.
6.1 Complete the M/W Southern Loop Upgrade. High Short 2009 DPS/WSB In progress
§ 6.2 Complete the M/W Western Loop Upgrade. High Med. 2012 DPS/WSB Not started
°
_g 6.3 Complete the M/W Northern Loop Upgrade. High Long 2017 DPS/WSB Not started
CD
= 7 Implement the State Strategic Technology Reserve ( STR). High Short 2010 ADEM In progress
Upgrade operable communication systems for State Ag encies in support of . State Agency

8 interoperable communications. High Long 2015 Committee In progress
Implement immediate solutions to enhance operable communication systems for . State Agency

8.1 State agencies in support of interoperable communications. High Short 2010 Committee In progress
Implement upgrades to operable communication systems for State agencies in State Agency

82 support of interoperable communications. Med. Long 2015 Committee Not started
" . . .

a Establish Policies, Standards and Procedures (PSP) Framework, and implement .
8 9 PSPs, including SOPs, for interoperable communicati ons. ngh Med. 2011 PSCCISIEC In progress

10 Develop and implement a Training Plan to address  interoperable communications. Med. Med. 2011 PSCC New

. 10.1 Develop and implement AIRS Training. High Short 2010 PSCC Not started

Q

o .9

£ s 10.2 Implement COML training program. Med. Med. 2010 TBD Not started

£g

]

= 10.3 Implement COMT training program. Med. Med. 2011 TBD Not started
Develop and implement a strategy for exercises focu  sed on or incorporating

11 ) S Med. Med. 2011 PSCC New

interoperable communications.

e Creat d impl t ducati d out h pl i rt of

L © reate and impiement an eaucation ana outreac an In support o

S 0 12 . P - P pp Med. Med. 2010 PSCC In progress

§ = interoperable communications.

20
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